
Ethical conduct and management tools

To support compliance and integrity, Algar Telecom has a Code of Conduct and a number of 

corporate policies, such as Internal Controls, Relations with Government Agencies, Spokesmen, 

Institutional Representation, Giveaways and Tax Incentives. In addition, internal audits are carried 

out to check the level of compliance with existing controls, training is given on ethics and integrity 

(in the classroom and online), and communication and awareness campaigns are conducted. 

The executives have a crucial role to play in the Compliance Program, leading by example and 

showing how theory and practice combine.

Our Code of Condut outlines the behavior expected in relationships with different counterparts, 

and employees are given a copy to read when they join the Company and annually thereafter. 

They must sign a document each year to confirm that they have read the Code, so that any 

amendments made from time to time are not ignored. In 2017 the Board of Directors of Algar S/A 

approved a revised document, which will be ratified and published by the board of Algar Telecom. 

The document covers matters such as combating corruption, rules for online behavior, working 

relationships and human rights, including non-acceptance of child labor and labor analogous to 

slavery by the Company and our partners.

Anyone who becomes aware of practices that could represent a violation of the Code of Conduct 

or of laws and regulations can report the fact through our Whistleblowing Channel which is 

managed by independent auditors who are responsible for analyzing the background and the 

importance of each report. Confirmed violations are submitted to a commission which investigates 

them and takes the necessary measures. We guarantee confidentiality and anonymity, and will not 

tolerate any kind of reprisal. 

COMPLIANCE AND 
RISK MANAGEMENT

GRI 102-11 | 102-16 | 205-3

32
Algar TelecomAlgar Telecom - Sustainability Report 2017



Strategic
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Compliance and audits
GRI 102-12 I 419-1 I 307-1 I 416-2

We monitor laws and regulations relating to our business to 

ensure that we comply with them. Our policies and procedures 

comply with the Anticorruption Law (No. 12.846/2013), the Bidding 

Law (No. 8.666/1993), the Auction Law (No. 10.520/2002) and the 

Differentiated Public Procurement Regime Law (No. 12.462/2011), 

among others. The Algar group is also a signatory to the Business 

Pact for Integrity and Against Corruption (Ethos Institute), which 

means that we follow the best practices and our activities are 

strictly controlled. 

For an effective, transparent assessment of our internal controls 

and compliance with regulations, standards and internal and 

external policies, our Internal Audit department is responsible for 

defining an annual plan, based on the risks of each line of business, 

obtaining board approval of the plan, auditing each process and, 

in cases of non-compliance, recommending and monitoring 

action plans. To supplement this, the External Auditors examine 

the financial statements, our systems and transaction records, 

standards of information and accounting and tax compliance, 

to ensure that they are in line with the law and with Brazilian 

and international accounting standards. Both audit teams are 

autonomous and independent, and report directly to the Board 

of Directors through the Audit and Risk Management Committee. 

No significant fines or sanctions were imposed on us in 

2017 for non-compliance with laws or regulations, and no 

proceedings were initiated for failure to observe the  

specific regulations applying to the supply and use of  

products and services.

Corporate risks

Risk management is handled by Algar Telecom’s Financial 

Office, which coordinates the work with the other areas  

and is supervised by the Audit and Risk Management 

Committee, one of the advisory committees to the Board 

of Directors. Algar Telecom’s Corporate Risk Management 

Policy defines the overall guidelines for this work, based on 

standards such as those of the internationally recognized 

COSO-ERM (Committee of Sponsoring Organizations of the 

Treadway Commission). 

The procedure is in four stages: identification of the factors 

(causes) of the risks of objectives and their implications; 

assessment (calculation of the impact on the projected results 

and the probability of occurrence); definition of the risk appetite 

of shareholders; and development of action plans. The process 

is cyclical and is constantly updated. 

One of the instruments we use to prioritize risks is the Risk 

Matrix, which presents and typifies risks and divides them 

into categories and subcategories. The major risks for Algar 

Telecom are shown below, and these are the ones we protect 

ourselves against. 

Operational
Access and  
confidentiality

Operational capacity  
and efficiency 

Compliance
Regulatory

Labor
Tax

MAP  
OF RISKS
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COMMON BUSINESS RISKS 

Digital disruption – we operate in a highly globalized and developed business sector, where 

technological transformation can disrupt consolidated markets. Changes in consumer behavior do 

not only affect the supply of new products, but can also modify the entire dynamic of a market – 

as has been the case with collaborative platforms for public transport and hotel accommodation. 

This is why we are aligned with digital changes and attuned to innovation. We have an Innovation 

Management area, a Digital Transformation department and an ITC Services Routines area. In 

2017, we participated, as founding member, in the incorporation of Brain, an Institute of Science and 

Technology inspired in the model of open innovation.

Access and confidentiality – our portfolio uses systems which are exposed to various cyber 

security risks. To minimize these risks, we have solutions to protect us against intentional or 

accidental contamination, malware and viruses; a structure for detecting anomalies in our internal 

and external networks, cyber attacks and anomalous traffic; and tools for controlling access to 

confidential data.

Competition – The Brazilian telecommunications market has been consolidating. Joint ventures, 

mergers and acquisitions between telecom service providers are possible in the future. To the 

extent that consolidation continues, it may give rise to more competitive conditions in the 

Company’s market.

TELECOM BUSINESS

Regulatory – The regulatory risk is monitored from three viewpoints, which feed into each other: 

regulatory changes (legislative issues affecting the sector); management of grants (obligations 

to be met which are subject to oversight); and management of penalties imposed by the sector 

regulatory agencies, Anatel and Ancine (administrative and judicial proceedings). We should 

mention that 2017 saw some major debate on the future of telecommunications, such as an update 

of the concession model, studies undertaken by the Ministry of Science, Technology, Innovation 

and Communications for regulating the IoT (internet of Things) and new Public Policies. These 

discussions will continue into 2018, and important decisions will be taken which may change the 

current model of telecommunications in Brazil. Algar Telecom will continue to participate in and 

contribute to the sector debates, in order to collaborate with the development of regulations in 

Brazil and the resulting benefits for society. 

Operational continuity – The Company’s business continuity involves a set of technologies, 

systems, processes and people, in which any failures may reduce our ability to provide adequate 

services for our customers or render it unfeasible. To reduce the risk of discontinued networks or 

services, the main internal or external disruptive factors have been identified through statistical 

analyses of incidents previously detected in networks and telecommunications systems. Network 

and service availability is continuously monitored through a Network Operations Center that 

mobilizes technologies, systems and people to identify and handle incidents as soon as possible, 

thus reducing downtime for our services and any impacts for our customers and the Company.

34
Algar TelecomAlgar Telecom - Sustainability Report 2017



Tax - When taxes levied on the telecommunications sector are increased, this usually leads to 

higher tariffs for Algar Telecom’s end-consumers. The Company is unable to provide any assurance 

that the Brazilian federal government, state and municipal governments will not introduce new 

taxes or raise current tax rates.

Accelerated debt repayment - Algar Telecom monitors its debt levels against market patterns, 

as well as compliance with the covenants stipulated in loan, financing and debenture agreements, 

as such covenants have to be kept on track for the duration of the respective agreements or 

contracts. In addition, the Company has its own indices, which are even more stringent than those 

required by our financial agreements.

TECH - BPO / IT MANAGEMENT BUSINESS 

Labor – this risk is related to changes in regulations and policies, the introduction of new 

rules, and more rigorous inspections. In this context, for the Tech – BPO/IT Management 

segment, the approval of the Outsourcing Law and the Labor Reform have created legal 

certainty for our business, which is highly labor-intensive, and whose core activity is related to 

outsourcing business processes. Labor risk also covers labor practices which are out of line 

with the law, collective agreements or court rulings. There are fines for violations, and repeat 

offenses tend to significantly damage the image of a Company with the Labor Ministry, the 

unions and employees.

Concentration of EBIT – dependence on a small number of customers, which contributes to a 

substantial share in EBIT. Concentration makes the risk of default a real one, and can damage the 

Company in the short term.
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